
Over the past decade, the necessity for corporate environ-

mental transparency has changed dramatically.

Because of growing public demands, corporations know first-

hand that they can no longer satisfy public concerns by only

disclosing hand-chosen case studies about their improve-

ments in environmental and social areas. The public wants to

know much more than corporate successes, improvements

or even persistent shortcomings and vulnerabilities. Simply

learning what corporations are doing is not enough. Instead,

interested parties want to know how corporations think about

their environmental responsibilities, what their intentions are

for future operations, and how environmental responsibilities

figure into their business decisions. The movement toward

true corporate transparency is an effort for nothing less than

a window into the corporate mind. 

What is behind the demand for transparency?
The public demand for transparency has been building

over recent years in response to severa l drivers: 

" Environmenta l and socia l incidents;

" The emergence and growing acceptance of environ-

menta l and socia l indices;

" Globa l environmenta l issues;

" Reporting initiatives;

" Consumer purchasing decisions.

The drivers of transparency are shown in figure 1.

Environmental and social incidents 
Environmenta l and socia l incidents have had a negative

impact on public perception, fue lling the public debate

about industry’s license to operate and to participate in

markets around the globe. These incidents have incited

the efforts of externa l watchdogs, causing the public to

question whether or not corporations can be trusted to

engage in socia lly and environmenta lly responsible prac-

tices on a globa l basis. Notable environmenta l and socia l

incidents include the sinking of a Petrobras oil platform,

compla ints aga inst overseas labour conditions in facilities

operated by Nike and other clothing companies, Ecuador’s

accusations of wastewater contamination by Texaco in the

Amazon and the Exxon Va ldez oil spill in Alaska.

Environmental and social indices
Various business indices have been established in recent

years to address the needs of those who want to invest in

socia lly responsible businesses. These indices corre late

environmenta l and socia l management practices with the

strength of the business. Such indices have ga ined

increasing acceptance by stakeholders who seek to invest

money in companies that make concerted efforts to incor-

porate socia l and environmenta l considerations into the ir

business decisions. Se lector investor indices are shown in

figure 2.

Global issues
The emergence of severa l globa l issues – including

climate change, biodiversity, and natura l resource conser-

vation – has increased the pressure on the industry to

expla in its position re lative to the globa l environment in

which it operates. Figure 3 shows the globa l issues that

are requiring industry attention.

Reporting initiatives
Over the past few years a number of internationa lly recog-

nised reporting initiatives have emerged. These reporting

initiatives emphasise the disclosure of information to a llow

externa l parties to better understand a company’s perfor-

mance but a lso open the window to understanding how a

company thinks about environmenta l and socia l issues.

Se lective examples of reporting initiatives include:

" The Global Reporting Initiative, which is an international

multi-stakeholder effort to create a common framework

for economic, environmental, and social reporting that
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will elevate sustainability reporting practices worldwide

to a level equivalent to financial reporting;

" The Responsible Care Program, which cha llenges the

chemica l industry to follow deta iled codes of manage-

ment practice to achieve greater socia l responsibility

and improved environmenta l performance. The

program a lso fosters the exchange of environment,

hea lth and safety information with communities;

" The Socia l Accountability 8000 Standard, which

provides specific requirements for workplace condi-

tions and a system for independently verifying

factories’ compliance to ensure qua lity and appropri-

ate socia l auditing. The standard ca lls for companies

to communicate to interested parties the ir results

aga inst the SA 8000 standard.

In addition, various regulations in the US, such as Toxic

Chemica l Re lease Reporting, require companies to

disclose information about emissions and re leases in a

publicly ava ilable document.

Consumer purchasing decisions
Many customers now factor socia l and environmenta l per-

formance into the ir purchase decisions. Consumers prefer

good socia l and environmenta l practices at the leve l of

persona l transactions and at the leve l of business-to-

business transactions. With the rea lities of a more

interconnected globa l economy, the activities and compo-

nents of a single product might include severa l factories,

companies, and contracted and sub-contracted opera-

tions. Individua l and business-to-business customers are

aware of the distinct product phases, and the ramifica-

tions of poor practice in one phase of manufacture can

influence customer preferences for the end-product.

Layers of transparency
While the trend towards increased corporate transparency

continues to ga in momentum, the degree to which compa-

nies voluntarily disclose corporate information spans a

wide spectrum. The leve l of disclosure can be roughly

divided into three categories:

1. Opaqueness refers to the minimum disclosure of infor-

mation, as required by law. This leve l of disclosure

provides little additiona l information to the public.

Companies displaying opaqueness are typica lly those

with little or no environmenta l footprint and have

products that are not purchased under a distinct

brand name. This leve l of disclosure has been, for the

most part, acceptable to these companies’ stakehold-

ers so long as conditions do not change.

2. Translucence refers to greater disclosure of company

workings, yet the company retains some information

from the public. For example, companies in this

category might initiate a corporate sustainability report

that discusses the controversial topic of sustainable

development and outlines new actions for sustainability.

Meanwhile, the same report might omit information that

would, if proven to be correct, damage the company’s

reputation, such as alleged labour abuses in developing

countries. This approach is risky because many environ-

mental groups or NGOs review these reports carefully

and look for omissions to publicise broadly.

3. Transparency re fers to the open disc losure of pra ise-

worthy and unpopular act ivit ies a like. Companies

tha t endorse the concept of transparency a lso fac ili-

ta te outside crit ic ism of the ir act ivit ies as a means

for rea l learning and improvement. For example,

some companies host comments from NGO leaders

or renowned sc ient ists tha t of fer both pra ise and

blame for the company’s non-f inanc ia l performance.
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Investor Index Description

Innovest's An environmenta l rating methodology that 

EcoVa lue 21™ factors in historica l liability risk, operating 

Rating factors, eco-efficiency and susta inability risk 

factors, risk management capacity, and 

strategic profit opportunities.

The Dow Jones Tracks the performance of leading sustainability-

Susta inability driven companies worldwide. This index 

Index considers environmenta l management systems, 

environmenta l performance, and reporting.

The NPI The first UK equities index that a ims to blend 

Socia l Index commercia l performance with an awareness of 

the environment, community and the workplace.

Companies that are included demonstrate 

strengths in managing environmenta l impact, 

workplace practices, and community re lations. 

Index consists of 150 UK stocks and four 

investment trusts.

F igure 1: Transparency Drivers

F igure 2: Se lect investor indices



Other companies host message boards on the ir 

corpora te websites tha t fac ilita te uncensored

comments and quest ions from the public about the

company’s soc ia l and environmenta l pract ices.

Members of the public post highly crit ica l messages

for the world to view – even within the company’s

own website. Companies respond to the quest ions

and post the ir responses on the same message

board. This approach has proven to be bene f ic ia l to

large companies opera t ing in interna t iona l marke ts

with we ll-known brand names and documented 

environmenta l footprints assoc ia ted with manufac-

turing act ivit ies.

What is the right posture for your company?
In discussions around corpora te e thics today, there is a

trend toward princ ipled reasoning, in which a company

is driven not just by rules and regula t ions, but by an

understanding of wha t is the princ ipled or e thica l

approach. Rules and regula t ions will not cover every sit-

ua t ion, but an approach driven by strong corpora te

princ iples will he lp the organisa t ion and its employees

make the right dec isions. This is part icularly applicable

when it comes to environmenta l transparency.

Environmenta l inc idents, globa l environmenta l issues

and programs, advances in technology, sc ience, and the

public ’s ability to access informa t ion have forced a more

expansive understanding of business opportunit ies and

risks. They have a lso made corpora te environmenta l and

risk responsibility a much more visible issue. Current ly,

members of the public desire increased corpora te trans-

parency in order to eva lua te and influence industry

e f forts in non-f inanc ia l business areas, such as susta in-

ability, downstream product stewardship and employee

hea lth and sa fe ty. 

Conclusion 
The demands for environmenta l transparency will not go

away. In fact, we expect to see externa l stakeholders

demand more information, particularly to understand a

company’s underlying motivation and philosophy towards

the environment. Each company should decide on a

responsible leve l of disclosure that considers the expecta-

tions of outside stakeholders. Companies pondering the ir

approach to corporate transparency will confront evolving

considerations, and companies must be willing to intro-

spective ly answer some basic questions. For example,

companies must ask: what are our underlying and motivat-

ing corporate be liefs concerning environmenta l risk? Given

these be liefs, have we established the right posture with

respect to our efforts for transparency around 

environmenta l and risk information? Keeping in mind the

evolving constra ints and opportunities of today’s business

climate, answers to these questions and others will he lp

give direction for proper corporate actions in the area 

of transparency.
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Issue Description Implications for Industry

Climate Change Reducing the concentration of Implementing emission controls to reduce greenhouse 

greenhouse gases in the atmosphere gas emissions and possible curta ilment of the demand

to prevent further warming of the earth for oil by consumer and government efforts emphasis

ing the deve lopment of a lternative energy 

sources/ technologies

Biodiversity Conserving globa l biologica l diversity Limitations to activities in sensitive or biologica lly 

through the promotion of the productive terrestria l and marine environments

susta inable use of globa l resources

and components

Natura l resource Conserving the natura l resources of NGO and governmenta l focus on deve loping 

the earth (water, oil, minera ls) and technologies and implementing practices to conserve

minimising environmenta l damage natura l resources
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It a ll started with the ‘Love Cana l’. William T. Love, a nine-

teenth century entrepreneur, decided he was going to

build a city from scratch. His plan was to generate hydro-

e lectric power from the Niagara River. He built a one-mile

long cana l, ran out of money and abandoned the project.

The Hooker Chemica l Company and other chemica l com-

panies used the cana l between the 1920s and the 1950s

as a toxic waste landfill. They sold the property for $1 to

the Niagara Fa lls School Board in 1955. A school and a

residentia l community were deve loped over the Love

Cana l. Numerous hea lth problems accumulated, and this

prompted the US Congress to pass the Comprehensive

Environmenta l Response Compensation and Liability Act of

1980, better known as ‘Superfund’.

Environmental laws
Superfund imposed strict, joint, severa l and retroactive lia-

bility for pollution on property within the US. This

essentia lly means that a lmost anyone involved with the

property at any time could be found liable for remediation

costs regardless of fault. This law, and similar state laws

that are based on the same principles, have made com-

mercia l rea l estate transactions far more complex over the

last two decades. Numerous court cases have exacerbated

the impact of these rules to the extent that impacted prop-

erties are difficult to finance and se ll. 

Over time, things a lways seem to ba lance out. We are

approaching a ba lance between environmenta l protection

and economic progress based on recent legislative amend-

ments, increased risk tolerance, environmenta l insurance,

deve loping technologies and other risk management

strategies described in this article. Successful implemen-

tation of environmenta l risk management strategies, in

many cases, will enable management of environmenta l

risk so that rea l estate transactions on impacted proper-

ties can close. The purpose of this article is to introduce

severa l environmenta l risk strategies to assist with rea l

estate transactions. One of the primary hurdles to clear on

the way to the closing table is financing for the buyer.

Lender liability and financing impacted properties
Severa l court cases, such as US versus Maryland Bank

and Trust (1986), and the F leet Factors Case (1990),

made liability for remedia t ion costs a significant concern

for lenders. Lenders had deep pockets, but in most

cases did not contribute to or exacerba te contamina t ion

tha t existed on the ir colla tera l propert ies. Congress

passed the Asset Conserva t ion Act of 1996, an amend-

ment to Superfund, to define permissible act ivit ies tha t

lenders could perform without viola t ing the ir secured

creditor exempt ion. The act essent ia lly sta tes tha t as

long as the lender behaves as a lender and does not get

involved in management of the opera t ion, they will not be

found liable for contamina t ion tha t exists on propert ies

used to secure loans. 

The Asset Conservation Act provided some re lief in

that lenders are not as concerned about liability as they

once were. However, the security of loans is still a risk for

lenders if the collatera l property is impacted. Diligent

assessments and plans to e ither ma inta in, restore or

insure property va lue are typica lly required by lenders and

buyers to go forward with impacted property transactions. 

To identify and quantify environmenta l risks, diligent

environmenta l assessment services should be performed.

Once the risks are defined, the following strategies can be

employed to manage them.

Environmental management (maintain value)
Investigating past and present environmenta l qua lity

provides a good base line. Requiring sound environmenta l

management practices reduces the potentia l for future

re leases. All purchasers/ lenders should consider environ-

menta l management practices to control future

environmenta l qua lity. Environmenta l management plans
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are designed to prevent pollution. Storage, handling and

disposa l practices are outlined in deta il. Conta inment and

spill response are critica l e lements of the plan.

The Florida Department of Environmenta l Protection

(FDEP) has used this approach in regulating petroleum

and dry cleaner sites. Clean-up programs were established

to provide financia l assistance for e ligible facilities with

existing problems (not a ll sites are e ligible).  Florida

Administrative Codes require secondary conta inment and

compliance with waste management principles. Financia l

responsibility must be demonstrated. These rules and

programs have offered a solution to existing concerns, and

a method to prevent future concerns. On a much sma ller

sca le, we can use the same approach when eva luating

each property.

Clean-up programs (restore value)
The most regulated facilities are dry cleaning, petroleum,

and industria l facilities that utilise hazardous substances

or generate hazardous waste. Florida and many other

states have created petroleum and dry cleaning solvent

clean-up programs that are funded by industry-based

taxes. The programs are designed to protect the environ-

ment by funding assessment and remediation at sites that

are e ligible for the programs. All of the programs are now

closed, with the exception of the Petroleum Contamination

Participation Program, which requires FDEP knowledge of

a pre-1995 discharge. Determining if a petroleum or dry

cleaning site is e ligible for clean-up funding, and if so,

identifying how and when funds may be made ava ilable, is

critica l to risk management.

Properties that are ine ligible for the petroleum or dry

cleaning programs, hazardous waste sites, industria l facili-

ties, and other potentia lly impacted properties may be

e ligible for Brownfie ld Redeve lopment Act incentives.

Brownfie lds, in genera l terms, are potentia lly contaminated

properties. Loca l governments can declare any property or

group of properties to be designated brownfie ld sites. By

following the procedures established in the Brownfie ld

Redeve lopment Act, property owners can take advantage

of numerous regulatory and economic incentives provided

through loca l, state, and federa l governments. The incen-

tive for government is to return underutilised/ abandoned

properties to the tax base. The incentives for property

owners include tax credits, low interest rate loans, money

based on the number of employees working on the rede-

ve loped property, and permitting leniency or wa ivers.

Florida Statutes Section 376.308(5) provides some

administrative immunity from FDEP mandated assessment

and remediation services on properties that are e ligible for

the clean-up programs. Owners of property that are e ligible

for the clean-up programs are not compe lled to assess or

clean up contamination on the e ligible site until the

property reaches priority status based on the hazard

ranking scoring system set forth in the rules. Chapter 376

offers no immunity for third party lawsuits based on off-

site migration of contaminants. So for properties that are

e ligible for clean-up programs, off-site migration and

potentia l cla ims associated with third party liabilities repre-

sent the greatest concern for purchasers and lenders.

Of f-site migra t ion of contaminants is a source of lia-

bility tha t is very dif ficult to manage. A diligent

assessment of the extent of of f-site migra t ion and /or an

environmenta l insurance policy to protect aga inst a third

party lawsuit are typica lly necessary to adequa te ly

manage these concerns if of f-site migra t ion of contami-

na ted groundwa ter is extensive.

Environmental insurance (insure value)
The environmenta l insurance market has emerged in the

last few years. Environmenta l insurance is a very va luable

tool that can be used to bring complicated transactions to

a close. Decisions involving impacted properties have no

financia l basis unless the exposure associated with the

impact can be determined. Environmenta l insurance can

be used to quantify risks. The cost of premiums and

deductibles can be included in the economic equations for

investors and lenders to base decisions. There are severa l

types of insurance that can be used to close impacted

property transactions:

" Cost cap / remediation cost overrun insurance 

The cost of remediation can now be fixed based on

these insurance policies. Using a remediation cost

estimate, and factoring in the cost of insurance, the

potentia l exposure can be determined.

" Remediation warranty insurance

This insurance protects owners aga inst discovery of

contaminants (new discoveries) a f ter comple t ion of

remedia t ion, or a f ter a remedia l act ion plan has

been approved.

" Lender / secured creditor policies

These polic ies provide coverage for lenders aga inst

de fault by a borrower caused by pollut ion condit ions

discovered a t the site a f ter c losing. These polic ies

pay the lesser of the outstanding loan ba lance or

the c lean-up costs. The lender polic ies typica lly do

not protect anyone but the lender, and do not const i-

tute due diligence. Borrowers (e ither purchasers or

re f inanc ing owners) should beware and not ge t a
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fa lse sense of security from these polic ies.

Government imposed or third party liabilit ies 

would st ill damage the we lfare of the borrower in

most cases. 

" Rea l property transfer liability insurance

These policies provide coverage for third party or gov-

ernment-imposed cleanups when the requirement for

such services is discovered after closing.

These descriptions are very genera l and the policies can

be more or less extensive depending upon the needs of

the insured, or the site-specific conditions that create the

need for the insurance. 

Determine actual value
Impacted properties have reduced va lue. If the environ-

menta l impact can be quantified, the va lue of the property

– including the impact – can be appra ised. Decisions

regarding the purchase price, loan amount, loan to va lue,

resa le potentia l, and overa ll credit decisions can be based

upon the adjusted va lue after investigating and quantifying

the risk.

If lending dec isions were made using corrected

va lues from the outset, forec losure pressures would not

be as extreme because the outstanding ba lance would

be less than the actua l property va lue. A sa le of

impacted property based on corrected va lues is feasible.

Numerous investor groups are a f filia ted with remedia t ion

companies, and act ive ly pursue impacted propert ies

based on adjusted va lues.

Diligent assessment, remediation cost estimation, and

appra isa l services will genera lly be necessary to quantify

the risk. The costs of these services, and the reduced

va lue may damage the interest of a ll parties to the trans-

action, but this approach should provide a more rea listic

base line to va lue. 

Indemnification
Indemnifications and warranties will a lways play a ma jor

role in rea l estate transactions. Se ller indemnification and

escrow of clean-up funds still may be the easiest and most

practica l method to transact property. But there are some

flaws to this approach, primarily for the buyer.

Purchaser risks include the solvency of the se ller, the

scope of the indemnification, resa le considerations, and

the uncerta inty of the overa ll cost of cleanup. For se llers,

the federa l government is typica lly not part of the transac-

tion, and that sma ll piece of legislation ca lled Superfund

that created this regulatory stew may not consider the

resources of the country to be indemnified. 

Conclusion
Each property has its own set of circumstances including:

" The potentia l for pollution;

" Eligibility status;

" Extent of pollution;

" Concentration and location of contaminants on 

the property;

" Site specific hydrogeology;

" Types of adjacent and nearby property land uses;

" Financia l security of the borrower;

" Potentia l to insure aga inst site-specific risks;

" Va lue of the property;

" Intended future land use of the subject property. 

All of these and other factors should be considered when

preparing an effective risk management strategy for

impacted properties.
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Over the last decade, risk assessment has become

wide ly used throughout the insurance profession.

Insurers appreciate that risk assessment is an important

tool that he lps to shape insurance solutions for a range of

businesses. Across the entire industry, it has been used to

he lp both underwriters and actuaries accurate ly ca lculate

risk profiles. Indeed, risk assessment has now become a

beneficia l device for insurers to use in severa l different

areas of the ir modus operandi.  But it has a lso been

applied in a unique and quite different way to the more

specia lised sectors of insurance.  

So wha t is it tha t makes this sort of risk assessment

dif ferent? The answer is in both its purpose and 

scope. By using this powerful disc ipline, engineering

insurers have been able to de liver more e f fect ive 

inspect ions of plant, equipment and machinery to

c lients across the UK. Risk assessment has been

deployed to exce llent e f fect to improve the standard of

hea lth and sa fe ty within the workplace. The result for

c lients is not only an increase in sa fe ty but a lso a more

cost e f fect ive and e f f ic ient use of resources, technology

and sta f f. And it is within this high prof ile area of hea lth

and sa fe ty where engineering insurers have tradit iona lly

had a key role to play. 

Health and safety
The quest for greater leve ls of hea lth and safety within

the workplace is nothing new. Since the middle of the

nineteenth century legislation has been introduced on a

piecemea l basis by the UK government. It was the regular

and intolerably high number of injuries and deaths that

occurred in workplaces – particularly the late Victorian

workhouses – that gradua lly caused a change in the atti-

tudes of the politica l and ruling e lite. Large and unre liable

steam boilers were a ma jor cause of serious accidents

during the latter years of Queen Victoria ’s re ign. The

Factories Act of 1905 was perhaps the first piece of legis-

lation that actua lly had a widespread effect on workplace

safety. The ma in thrust of this act was to mitigate the risk

posed by employers’ use of dangerous and huge ly volatile

steam boilers. As a result, qua lified, competent inspectors

were employed to periodica lly examine boilers and ensure

they were working properly and safe ly. 

Engineer surveyors
Today, examinations fa ll under the remit of engineering

insurance and inspection companies’ dedicated fie ld

force of engineer surveyors. Each engineer surveyor has a

depth of knowledge, qua lifications, practica l experience

and tra ining as required both by the law and the

industry’s accreditation body, the UK Accreditation

Service. These days the term engineer surveyor is synony-

mous with the term ‘competent person’ and the range of

examinations now encompasses far more than just

boilers. Indeed, engineering insurance and inspection

companies examine millions of items of plant, machinery

and equipment every year for tens of thousands of differ-

ent clients across the country. It is this depth of practica l

experience that assists in the risk engineering process.

Every engineer surveyor is responsible for a specific

geographic region and will usua lly specia lise in just one of

severa l disciplines. There are five principa l disciplines and

they comprise:

" Pressure /mechanica l; 

" Electrica l;

" Loca l exhaust ventilation;

" Lift and crane;

" Power press. 

The plant /workplace that is examined can vary from a café

boiler in a restaurant, to an e lectrica l switchboard in a
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school, to a power press in a manufacturing plant to an

esca lator or lift in a shopping centre. Regardless of what

item is examined, the basic principle rema ins the same.

That the equipment examined is in safe working order and

like ly to rema in so until the next examination.  

It is worth noting that the examination is a unique part

of the service provided by the engineering insurer. Firstly, it

is a service that is tota lly divorced from the insurance that

may accompany it. Secondly, the result of this inspection

service is that engineer surveyors are in regular contact

with the ir clients. The advantage of this is that clients’

feedback can very directly lead to improvements in the

service de livered.  

Customer requirements are a key factor in influenc-

ing both the engineering inspect ion service and the

insurance of ten of fered. Whereas a t one t ime engineer-

ing inspect ion packages were frequent ly a imed a t pure ly

lega l compliance, businesses today have higher expecta-

t ions. Engineering insurance and inspect ion packages

are ta ilored to mee t the spec if ic needs of the c lient and

these can vary markedly from sector to sector. F irms

opera t ing in the globa l economy right ly look for 

dif ferent ia t ion and va lue. This is why a bespoke insur-

ance policy can provide tha t dif ferent ia tor, while va lue is

de livered through cost e f fect ive and appropria te ly

targe ted inspect ion regimes. 

Legislation
In the last few years, there has been a change in hea lth

and safety legislation. LOLER and PUWER 1998 are risk-

based regulations stemming from European directives.

These laws transferred the focus of engineering inspec-

tions from a prescriptive to a large ly objective viewpoint.

Instead of examining a machine in isolation and passing it

safe for the next 12 months for example, there is an

added emphasis on the examination. In assessing risk,

consideration is given to other factors: environment, fre-

quency and use of machine, the skills and tra ining of staff,

the ma intenance team in place, and so on. As a conse-

quence, the engineer surveyor may recommend e ither

lengthening or shortening the period between examina-

tions or more probably, varying the scope of the

examination itse lf depending upon the leve l of risk

present. Either way, the risks are properly addressed and

the costs are appropriate to the need. 

A thorough understanding of hea lth and safety legisla-

tion is an essentia l aspect of modern management.

Individua l items of plant cannot be seen in isolation – now

consideration has to be given to the environment in which

the plant operates and its interaction with both other

plants and operations of the business. The measures ca ll

for strategic thinking on the part of the employer in the

management of hea lth and safety as we ll as considering

operationa l necessity.

The results of the legislation have undoubtedly had

some we lcome effects. European risk-based legislation

has he lped the industry deve lop a more effective and

sophisticated inspection service. The result has been the

introduction of a range of services, products and solutions

ta ilored to an individua l client’s needs.  

In business, the introduct ion of legisla t ive change 

is of ten viewed nega t ive ly. A part icular dilemma for 

management is achieving and ma inta ining compliance

with new regula t ions, when day-to-day business 

opera t ions leave litt le t ime for de ta iled interroga t ion of

the requirements. Other than for the largest businesses, 

the prospect of engineering adequa te compliance 

is daunt ing. 

Savings
But it is not just about compliance with the law. It is fun-

damenta l tha t business leaders comprehend the

posit ive aspects of following an e thos of good pract ice

and securing a sa fe work ing environment. Risk manage-

ment and risk engineering have been cruc ia l to

enhanc ing the long-term viability of many purchasers of

engineering insurance and inspect ion. The posit ive

outcome is increased sa fe ty in the workplace, the imple-

menta t ion of cost e f fect ive ma intenance regimes,

minimising disrupt ion and the long-term savings to

business. There is no doubt tha t a risk-based sa fe ty

e thic can save money as we ll as lives. 

Clients of ten experience many signif icant and varied

bene f its from a risk-based inspect ion of the ir plant and
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PUWER and LOLER 1998

The Provision and Use of Work Equipment Regulations (PUWER) are

goa l-setting regulations for any machinery or tools used at work . This

includes lifting equipment. They incorporate the present regulations

governing this area but a lso extend the ir cover to mobile , se lf-pro-

pe lled and remote controlled equipment.

The Lifting Operations and Lifting Equipment Regulations (LOLER)

address high risks from lifting opereations and equipment. The regu-

lations introduce a broad definition of lifting equipment, they

standardise requirements for periodic inspection, and they apply this

to a ll sectors of industry. 



insta lla t ions. This fact is borne out by the f indings of a

recent inspect ion of a food processing business. In 

this case, the engineer surveyor was brought in to

examine the plant ’s boilers to ensure tha t they were

opera t ing lega lly and sa fe ly. The boilers were fundamen-

ta l to the plant ’s product ion process, as they genera ted

hea t and steam to process vege tables. So it was essen-

t ia l tha t they opera ted properly and sa fe ly and cont inued

to do so. 

The examination produced three key advantages for

the client:

1. The engineer surveyor discovered that the boiler

furnace tubes had deteriorated and were in the early

stages of leaking;

2. The t ime ly discovery not only prevented a serious

ma lfunct ion occurring a t the factory, it a lso enabled

the c lient to bring in a standby boiler while the

exist ing boiler was be ing repa ired;

3. Excessive condensate in the steam pipe work 

was detected. 

The engineer surveyor was able to show the customer

how to dra in the condensa te and obta in drier steam.

This simple improvement in the process crea ted a higher

qua lity product. F ina lly, the examina t ion established the

cause of the de teriora t ion of cruc ia l pressure plant. The

c lient ’s ma intenance team had experienced a long

history of de teriora t ion of pressure vesse ls, which they

a ttributed to erosion. The examina t ion established tha t

the problem with these sta inless stee l vesse ls was

caused by corrosion. During the product ion process, the

hea t ing of the vege tables caused ac id to be re leased

into them result ing in the se lect ive corrosion of the

stee l. The engineer surveyor’s solut ion was to recom-

mend the subst itut ion of the expensive sta inless stee l

for signif icant ly cheaper carbon stee l replacements tha t

had a generous corrosion a llowance.  

Encouragingly, an engineering risk assessment can

he lp to provide clients with a focused and cost effective

use of expensive ma intenance resources. For instance, it

may we ll recommend a comprehensive range of tests for a

vita l item of plant that is identified as posing significant

danger and a high risk, while a lso identifying low risk ancil-

lary items of machinery on which inspection and

ma intenance time would be wasted. Therefore savings can

be achieved in the long term. Add to this the like lihood of

less business interruption caused by machinery fa ilure and

there is ample motivation for companies other than com-

pliance with the law. 

Engineering insurance and inspect ion companies

can complement the work of plant and ma intenance

teams. Engineer surveyors have a huge amount of tech-

nica l knowledge and pract ica l expert ise. But equa lly

signif icant is the engineer surveyors independent third

party sta tus. They are free from any conflict of interests

and are divorced from the day-to-day opera t ions thereby

avoiding the over familiarity of plant and machinery tha t

can occur with in-house ma intenance and opera t iona l

teams. The services are applied to the part icular plant

and c ircumstances in the workplace, from the rout ine to

the unique.

Notably, under the new legislation simple oversights

will not mere ly cause inconvenience or expense. There is

ample evidence that negligence in considering hea lth and

safety obligations will result in employers facing the full

wrath of the law.

Law changes
It is fa ir to comment that accidents will a lways happen. But

if the correct measures are taken, these should be kept to

a minimum. However, the devastating effects of a ma jor

accident cannot be overstated. Not only is there potentia l

for loss of human life and debilitating injuries but a lso

massive business interruption costs, damage to corporate

reputation and to brand va lue. 

The biggest fear, of course, is crimina l prosecut ion.

The government is de termined to ra ise the accountabil-

ity of business leaders who fa il to implement sa fe ty

measures in adherence with the law. A new corpora te

manslaughter bill is in the of f ing tha t will, it is proposed,

make it easier for a f irm’s directors to be prosecuted.

This can we ll be interpre ted as an indictment of the

impotence of the exist ing law. 

Conclusion
Engineering risk assessment is not an exact sc ience 

and will not eradica te workplace acc idents comple te ly.

But it is a powerful tool tha t can certa inly he lp a diverse

range of organisa t ions opera t ing in both the public and

priva te sector. It has become an established way of sup-

port ing c lients in the planning, management and

implementa t ion of cost e f fect ive and sa fe best-pract ice

regimes. The like ly result is tha t acc idents, injuries and

fa ta lit ies will be minimised and expensive business

breakdowns and interrupt ions will not occur as regularly.

Engineering insurance and inspect ion companies

provide va luable support to risk managers and ma inte-

nance teams in he lping the ir organisa t ions secure a

sa fer future. 
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Raphae l Grey is a computer hacker based in Wa les.

Last year he was convicted of hacking into a series of

poorly protected websites in order to obta in credit card

deta ils. His stated objective was not to defraud the owners

of the credit cards, but rather to embarrass the companies

having poor security into improving it. He be lieved that he

was on a crusade; indeed, he was known as ‘Curador’;

We lsh for crusader. Deta ils of the credit cards he obta ined

were posted on his website, inevitably leading to a visit

from the police and a charge of computer hacking.

Grey was convicted on several counts under the

Computer Misuse Act (CMA) and the Data Protection Act

(DPA), having been persuaded to change his plea to a guilty

one. I was the expert witness for the prosecution, covering

the computer-related evidence that was presented.

Naturally I was pleased that the prosecution won the case,

since there seemed to me to be little or no doubt but that

Grey had indeed obtained the card details unlawfully, and

had certainly processed them in a way contrary to the DPA. 

However, set aga inst tha t was a certa in nagging

fee ling tha t important arguments had not been sett led in

open court, and would like ly need to be revisited –

probably during a subsequent case, perhaps even further

a fie ld than Swansea. Moreover, those arguments have a

degree of re levance for many companies current ly using

the web.

Legal issues
The issues hinge on the nature of the laws that were

a lleged to have been broken by Grey, and on the way the

hacker’s activities map onto the definitions of crimina l

activities within the meaning of the law.

This is a genera lly worrying aspect of the law as it

deve lops in a technologica l arena: the laws are not a lways

framed by people who understand the nature of the activi-

ties that are cla imed to be illicit, offensive, amora l or just

pla in wrong. This is an issue because the nature of the

technology, the speed at which it changes, and the deta ils

of the offence a ll act to confuse the putative lawmaker.

As an example, information does not count as property;

because of this, whole aspects of property law have to be

reconsidered when value is associated with a data collection.

This arises as a result of a case in the 1970s, when an

Oxford student obtained and photocopied an exam paper.

The university tried to prosecute him under the Theft Act for

stealing the paper, but the defence established that the

material had not been stolen since it had been copied and

the paper returned. ‘Theft’ involves “permanently depriving

the owner” of something; hence, of course, the need for new

laws to cover joyriding, and hence, data that is copied is not

in fact stolen. However, this also means that activities

commonly understood as ‘hacking’ – such as breaking into a

computer and obtaining a copy of a document – cannot be

covered by the Theft Act. Indeed, the only thing that the

Oxford student could successfully be charged with having

stolen were a few pennies worth of electricity and paper in

the use of the photocopying machine.

Complications
As the numbers of ‘hacking’ acts grew through the 1980s,

there were a number of frustrated attempts to address the

illegality of the actions by prosecuting the hackers for fraud:

the accused had clearly given misleading information –

usernames and passwords – to gain access to the material

copied, therefore they had defrauded the system. This cul-

minated in the prosecution of two journalists who had

gained access to BT systems, and then to the Duke of

Edinburgh’s e-mail. Their conviction was overturned on

appeal, on the basis that the Fraud Act was never intended

to cover the situation of a computer being lied to. A subse-

quent judicial review established the necessity for a new

law, and in 1990 the Computer Misuse Act was established.

There are essentia lly two basic mode ls for a computer

crime offence: 

" Base the criminality on fraud 

– The person is in the wrong because they have

attempted to persuade the computer to do something
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contrary to the expectations or desires of the person or

organisation owning the computer: the offence is lying. 

" Base the crimina lity on trespassing

– The person is in the wrong because they have

ga ined illicit access to something without the permis-

sion of the owner: the offence is intrusion.

Responsibility for computer crime
When a new law had to be passed to cover computer crime

in the US, the choice was of a fraud base: the Computer

Fraud and Abuse Statute. Incidentally, one ramification of

this was that the law came under the aegis of the Treasury

Department, and hence of their police arm: the Secret

Service! By contrast, though, in the UK the decision was

made to base the criminality on intrusion without permis-

sion, a choice that has led to some interesting challenges.

For most organisations, crucial, computer-held data is

protected from illicit access and ‘copying’ through the CMA.

There are, of course, some exceptions: secret recipes or pro-

duction mechanisms are protected from copying under other

laws, and customer database records are protected under

the Data Protection Act. But for the majority of crucial data –

including website contents, e-mail, documents, plans,

spreadsheets, pictures, and so on – the protection from

illicit access is solely from the Computer Misuse Act.

The 1990 CMA makes three offences, 

summarised below:

1 . Unauthorised access

Accessing a computer system without having the

computer owner’s permission;

2 . Unauthorised access with the intent to commit a

further crimina l offence

Accessing a computer without the owner’s permission

in order to obta in a copy of credit card deta ils to a llow

fraudulent transactions;

3 . Unauthorised access resulting in an a lteration to

the programs or data stored on the computer

Accessing a computer without the owner’s permission

and changing a document.

Access issues
Obviously, the law leads to a ll manner of arguments:

because a ll access leads to changes in access times on

file date stamps, and changes in logging files, then sure ly

a ll illicit access is a Section 3 offence? How can one ever

establish that the illicit access was with the intention of

performing a further crimina l act? And, most crucia lly of

a ll, how can one establish whether or not the access was

unauthorised in the first place?

At the time the law was established, the nature of

authorised versus unauthorised access was essentia lly

stra ightforward: one typica lly accessed time shared, multi-

user computer systems by giving a set of user credentia ls:

a user name or code number, followed by some unique

authorising token such as a password. Unauthorised

access therefore involved using some other person’s cre-

dentia ls to ga in access to a computer for which one has

no credentia ls, or to additiona l resources on a computer to

which you had limited access. In the case of the journa l-

ists accessing the Duke of Edinburgh’s e-ma il, they had

obta ined and used the system management credentia ls,

clearly without authority; such was the case with a ll other

forms of computer intrusion then known.

That, however, was in the days before the web, which

not only changed the face of commerce and of communi-

cation: it a lso changed the way computers were accessed.

When the web is accessed, other than to ‘dial-in’ to the

Internet Service Provider (ISP), it is generally not necessary

to give usernames and passwords. Certainly there are some

websites that require identification or access authority, but

the overwhelming majority do not. One simply accesses the

website, follows the dynamic links, and moves from page to

page, and from site to site, quickly and freely.

In technical terms, multiple computer users over the

web are all being presented to the hosting web server as a

number of concurrent processes all associated with a single

user. That user is the ‘web’ sub-system on the computer,

usually an un-privileged, guest user of the computer. But it is

that un-privileged user’s authentication that is assessed by

the web server computer; all of the many concurrent remote

users – in the absence of any other authentication – inherit

the owner’s access rights. And since the owner of the

computer has allowed such remote user access, by the

simple fact of supporting a web server and an initial, index

web page, they have given authority to any and all web

users to access the resources of the computer.

Lega lly, therefore, we might assume that users of the

web have authority to access the web server computers on

the same basis as the ‘web user’ of that computer.

But of course, because that user does have authority

to access the computer system by means of the web inter-

face, this makes it potentia lly very difficult to establish that

hackers who take advantage of the very many security and

configuration weaknesses of that interface have in fact

exceeded the ir authority.

This was the situation in the Raphael Grey case. Grey

had discovered that a simple and common configuration

error in the web server software lets users access crucial

database components. To achieve this, it was necessary to
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simply specify a web page address effectively correspond-

ing to the database on the victim’s server. No

authentication was required, and no measures were taken

to prevent users from specifying this location. Of course, no

explicit ‘hot link’ was provided, but if the user already knew

the precise address – as Grey did – it was easily possible

to type it into the address bar at the top of the browser.

Certainly the owners and operators of the web servers

should have taken more care in the configuration of their

computers; and certainly, they should have had better

measures in place to protect the credit card details. Indeed,

there is an argument that by not having ‘adequate measures’

in place, the website operators had effectively breached the

Data Protection Act for the personal data represented by

those credit card details. However, it was not the operators

that were charged; it was Grey who was charged with various

section 2 offences under the Computer Misuse Act: of

accessing the computer systems without authority and with

the intention of committing a further offence, specifically a

Data Protection Act offence in the unauthorised collection

and processing of the credit card details.

The Grey case
There was, it seemed, no doubt but that it was Grey who had

accessed the systems – indeed, the website on which he

published the credit card details made this clear – but what

was questioned by the defence was whether Grey was

indeed unauthorised. The defence tried to establish an

analogy between a website and a shop through which one

could walk; unless areas were specifically marked as ‘off-

limits’, one might expect to be able to wander at will. The

defence for Grey argued that the websites he accessed did

not clearly define supposedly private areas, and they were as

accessible as the supposedly public areas. Since no attempt

was made to keep people from obtaining the private data,

Grey could access the database in exactly the same fashion

that he could access permitted web pages and therefore it

was clearly not the case that Grey was unauthorised.

To counter this, the prosecution continued the ana logy

of the shop, but argued that Grey’s action in designated

specific, non-hot linked addresses was a lmost as if he

were ‘te leporting’ into the back office. He did not pass a

sign saying that this access was forbidden, but that does

not mean that it was therefore permitted. The prosecution

asserted that hot links within a website gave authority to

access, but that access outside of those hot links was not

necessarily authorised.

There is no clearly defined, technica l way of establish-

ing which of these two positions is the correct one; it

becomes a so-ca lled ‘jury point’ – an aspect that the jury

a lone can decide, once expert witnesses for prosecution

and defence have given the ir opinions. Before this could

be presented, however, Grey was persuaded to change his

plea to guilty.

Impacts of the Grey case
Of course this means that a hacker has been caught and

punished; however, that is a long way from be ing able to

suggest that the prosecution arguments regarding permit-

ted and non-permitted access were the correct ones. It is

more than like ly that these arguments will resurface in

further court cases. However, for the potentia l victims of

these further offences there are some measures that can

be taken now in order to reduce the risk of potentia lly frus-

trating arguments confusing the courts. Most obviously,

websites should be better protected: security patches

should be applied to web servers, databases should be

correctly configured, systems should be monitored, and so

on. The overwhe lming ma jority of hackers succeed not

through be ing particularly devious or brilliant, but because

the overwhe lming ma jority of computers conta in some

trivia l configuration error.

Less obvious, perhaps, is the introduction of so-ca lled

‘Acceptable User Policy’ statements on websites, making

clear the conditions under which ‘visitors’ are we lcomed.

By making the leve l of authorised access explicit it

becomes easier to establish that excessive access is

indeed unauthorised and therefore illega l. Operators might

consider statements emphasising that hot links a lone

indicate permitted access and – continuing the trespass

ana logy a lready present in the law – perhaps including

notices regarding the intent to prosecute intruders.

Conclusion
Information security comes from a number of different

e lements working together; successful information security

requires systems to be protected with an eye to the ir

potentia l configuration weaknesses, the potentia l

measures that might be taken by an intruder, and the

application of lega l remedies. At present, information

security is seen as an exclusive ly technica l concern; it

should be seen as a concern not simply for the IT depart-

ment, but a lso for the lega l and indeed most other

departments in any organisation.

It was fortunate that Raphael Grey chose to plead guilty

and could therefore be convicted and punished for his

offence, but in protecting business-critical and personal data

we should not have to rely on good fortune. If we have a

computer law that is based on trespass, it should be made

clear that trespassers will be prosecuted.
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The results of a survey conducted by the Institute of Management in 
conjunction with the Business Continuity Institute and supported by the
Department of Transport, Local Government and Regions, have revealed that
business continuity management and disaster planning has a long way to go.
Anna Scott talks to John Sharp, CEO of The Business Continuity Institute. 

The survey found that 33 per cent of UK firms don’t have disaster
recovery in place to deal with catastrophes. How can the profile
of bcm be increased?
There has been a shift in what is driving BCM.

Where once it was Turnbull and Y2K, it is now cus-

tomers and potential customers that are driving it,

and looking for it in their suppliers. This shift has

come after various crises: September 11, the foot-and-mouth and fuel

crises. Because they have been so badly affected by these crises, firms are

beginning to ask questions of their suppliers. One area where BCM’s

profile can be raised is through the government being more proactive in

publicising business continuity, and we need the key players such as

accountants and auditors, to start really looking for it. The auditors for the

Higher Education Funding Council have said firms must have a business

continuity plan in place. We have also got to work with the major investors,

including the big pension funds. We can also raise the profile through

insurance companies. Insurance firms are reluctant to take on certain

areas of insurance cover if business continuity plans are not in place. 

How can organisations improve their business continuity plans?
Firms are still planning for the loss of IT, the loss of the site or fire. But

only 39 per cent plan for the loss of skills or negative publicity. Only 19

per cent of the survey respondents suffered losses of IT because plans

are in place to deal with this. However, 33 per cent have suffered

problems because of loss of skills, and 24 per cent were affected by

negative publicity. 

More specifica lly, firms need to broaden plans to take a holistic view

of the organisation, and look at what will rea lly cause problems. Firms

need to improve how plans are communicated to employees, customers,

suppliers, the financia l organisations that support them and the commu-

nity. It is absolute ly critica l for firms to test the ir plans. Only 25 per cent

of the people who knew they had plans had actua lly tested them out to

the minimum leve l: once a year. 

How will the new Company Law Reform improve businesses’ implementation of BCM?
It is proposed that the Company Law Reform (which has gone forward for

drafting in parliament) will require a statement or certificate from compa-

nies about how they comply with environmental management, social

responsibility and risk management. This statement will ask firms how

they are managing risk, and whether there are effective internal controls.

The BCI would like the statement to also ask firms what processes they

have in place to protect the company. Some companies baulk at the

thought of this, but banks may not lend money to firms who cannot

demonstrate resilience. So the act is not draconian, it’s actually sensible.

Do you think that the government needs to be more involved?
The government is beginning to take BCM seriously.  It has a lready

issued guide lines for government departments and agencies for imple-

menting continuity. The Civil Contingencies Secretariat (in the Cabinet

Office) is looking to understand and improve the resilience of the UK’s

critica l infrastructure. The Defence Committee is a lso taking an interest

in continuity, and the Financia l Services Authority is encouraging the BCI

to draw up guide lines. What it now needs to do is encourage Loca l

Government and the wider business community to adopt BCM principles.

Do other countries implement BCM better than the UK?
The UK is ahead of the US, Europe and the Far East in its thinking and

the holistic approach adopted. However, Austra lia is in many cases on a

para lle l with us. 

60-second interview: The Business Continuity Institute 


